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1. The Use of Algorithms (Z12|&2| Al)

2. The Opacity of the Processing (X2|2] E5HM)

3. The Tendency to Collect “All The Data” (2 & HIO|E{& +Hslzi= 4

0%

4. The Repurposing of Data (Gll0|E{2Q] 2|HZH)

5. The Use of New Types of Data (|22 HEHC| G|O|E] ALE)

=
=

Xf: &= ICO Big data, artificial intelligence, machine learning and data protection.
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No.  Identifier

Remarks

Reference

=
=

1 Name
2 Address
3 Phone number

4 Email address

5 Resident registration number

(3 Foreigner registration number

7 Passport number

8 Health insurance policy number
9 Bank account number

100 Credit card number

11 Certificate/license number

12 Vehicle license plate number
13 Patient [D
14 Hospital membership ID

15 Hospital employee number
16 IP address

17 URL

18 Biometric identifier

19 Full-face photographic images and any
comparable images

20 Birth date (allowing year and month)

21 Other unique identifying numbers

Notes.

Excludes physician's name, includes

information regarding friends

and relatives

Smaller than the sub-municipal level
divisions (Dong, -Eup, and -Myeon)
Includes mobile phone and

fax numbers

Driver's license

Medical record numbers

Hospital homepage, referral system

Fingerprints, retina, vein, voice prints, and
personally identifiable genetic information

eg., July 1960 can be used, but July 4, 1960
should be used as July **, 1960
Pathology numbers

* HIPAA, Health Insurance Portability and Accountability Act; LDS, Limited Data Set.

HIPAA® safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

Korean Personal Information Protection Act
Korean Personal Information Protection Act
Korean Personal Information Protection Act
HIPAA safe harbor; HIPAALDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor

Korean Personal Information Protection Act; HIPAA
safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAALDS

HIPAA safe harbor

Korean Act on Promotion of Information and
Communication Network Utilization and
Information Protection

HIPAA safe harbor

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor; HIPAA LDS

HIPAA safe harbor

HIPAA safe harbor

[*H=] 7] AMC ¥ =
No. AuC =17}
1 ) =HE, AHE, F0S=2E, SAHIHT)
2 Ch] (4 2|8 E
A (&/A/E el8t 24 F4
1 HEPH S gl HE, A, }A 3, Fax W3 )
olefl g A
6 [HuEHAs
7 ca A R R e
8| Ha S W
1 T4 | 2
10 A1-87H=y
11 AAHT WNE
12 H &
13 ARtH
14 zbE 7l7e
1f | 144 Ab3l B o) ¢ 1 =) Ak 2] 3, CCTV 4%
16 1+ ID
17 IP 54, Mac 52
18 URLs
19 Tele. AR(A] W, B 1. 7NA+de]l e & BN
20 71} 71+ H o] T Ar (fdeldE, N Akl A }
21 A« E= |4 2| 2])

Reference: Choi, H. J., Lee, M. J., Choi, C. M., Lee, J., Shin, S. Y., Lyu, Y., ... & Yoo, S. (2015). Establishing the role of
honest broker: bridging the gap between protecting personal health data and clinical research efficiency. Peer.J, 3, €1506.]




"Z| S A0 Cifot =X0| =7t sotEtH, olid Aol &0 Z2f(He 2N AU AL S AR

o Qfot AA717F OfL|2tal 7| 2t Rlo| 7t THEFSIEEE” Of Cioh 7| 29| 2l2] 2= KAIRB AtN| 7|& OFE 2

— —

Task force activities for protecting patient privacy data

To prepare for the amended 2012 Korean Bioethics and Safety Act, the AMC developed

a Task Force (TF) in 20122013 to guarantee legal clinical research. The TF consisted of
15 stakeholders in clinical research (including the departments of biomedical informatics,
laboratory medicine, and clinical departments (pulmonology and gastroenterology, and
pathology), in addition to the bio-bank, information protection subcommittee, relevant
IEBs, and human research protection center). All authors of thus paper partucipated in

Reference: Choi, H. J., Lee, M. J., Choi, C. M., Lee, J., Shin, S. Y., Lyu, Y., ... & Yoo, S. (2015). Establishing the role
of honest broker: bridging the gap between protecting personal health data and clinical research efficiency. PeerJ, 3,
e1506.]




“De-identification leads to
information loss which may limit
the usefulness of the resulting

The Inconvenient Truth:

not achievable
due to
mathematical

Privacy Protection
Poor

Complete , e

Protection health mfarmatmrl'rp. 8, Guidance)
= —_-_‘_H-hh"""ﬁ'-. |
O | Bad Decisions/ i
+ Bad Science ildeal Situation
P | (Perfect
o Trade-Off between | Information &
Q. Information | dbalesni
@ . ! Protection)
- Quality O
= ! nfortunately,
T and :
O |
Q |
L.
a |

Privacy ;
Perdaiion constraints
No
Protection o Information Optimal Precision,
Information Lack of Bias

Daniel Barth-Jones, Columbia
University




Honest Broker (HB)

=Y

= biorpaterial data

51 Bequest

linkpd to anonymized
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A

Investigator

human biomaterials

1} Reguest:
biomaterial .J.nd

|RH approval

A Provvice
anonyrmized
patient list and
chinical ‘.

(B)

CA A

r B Investigator

Hlmul brok
fior anomymiz
biomaterial data
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amel public data For
apecific research with

IEB approval

\.

21 Veniby
suitabiliny of
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for anonymizing
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in appropriat
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AN YIRS
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CREDW (ABLE)

Honest broker system
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30 lebentifies amd
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darta linked 1o
appropriote patients

Homnest broker A
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I Prov '_"'— i L Public data provider
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Figure 3
data.

Schematic of the honest broker handling processes at AMC for (A) clinical and human biomaterials data and (B) clinical and public
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Data Sharing Statement for

Clinical trials

A Requirement of International Committee of Medical Journal Editors (ICMJE),
June 2017

EDITORIAL

Data Sharing Statements for Clinical Trials — A Requirement of
the International Committee of Medical Journal Editors

CDarmen B. Taic hman, M. D, Ph. D FPeush Sahimi, MMOB 5. .=, M.S., PhDr | Anja Pinbborg, MO, Lanmmy Peiped, P4 D, Christine
Laine, M. D PP _HL., Astrid James, MLB., B.S. Sung-Tas Homng, M. O, Ph.D., Abrabham Haileamiak, MDD ., Laragh Gollogly
M D, M P . H., Fiona Godlsee, F R P, Frank A Frizelle, M. B., Ch. B., FR_A C. S, Femanmndo Florenzano, M. DO, Jdeffrey
Crrazen, M. D, Howard BEauchner, M_D_, Christopher Basthage, MDD, and Joyce Backus, M. S LS.

M Engl J Med 2017 37&2277-2279 | Junse 5, 2017 | DOz 10 1055MEJJMM a1 TO54 39

hare: [Ed 2 E.lill |

|

Article Referances Citing Articles (16} Metrics

AUDIC INTERWVIEWY

—

The International Committese of Medical Journal Editors (ICMJE) believes
there is an ethical obligation to responsibly share data generated by
interventicnal climical trials because trial participants hawve put themselvaes
at risk. Im January 2016 we published a proposal aimed at helping to r
create an environment in which the shanng of deidentithed indirvidual ——
participant data becomeas the norm. In response to our reguest for

P e LY
g,

feedback we received many comments from individuals and groups_ 1
Some applaudaed the proposals while others expressed disappointment
they did not more quickly create a commitment to data sharing. Many
raised valid concerms regarding the feasibility of the proposed

CTL
L .,
Interview with Dr
Jefirey Drazen on the
Jowrnals data-
analysis challengs and
a e




Data Sharing Statement for

Clinical trials

A Requirement of International Committee of Medical Journal Editors (ICMJE),
June 2017

= OO|H 357t o0 YE0|M O|FO{X|2 )L,
= Xt & E ZFHICMIE (International Committee of Medical Journal Editors: =X| 2| &t X| H & 01H 0| 5|)
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= Data Sharing €3 1.

Data Sharing Statement for

Clinical trials

Of0f 2t Ho|E s/57] /o0, Li&at €2 & (norm) O

> [2l& 1] 2018 78 1€ 2 E ICMJE Journal0f =

statement” E & St0jOf &t

0
L

E 7
_I_

g [M], clinical trials result report%| “data sharing




Table 1. Examples of Data Sharing Statements That Fulfill These ICMJE Requirements®

Example 1

Will individual participant data be avail- Yes
able (including data dictionaries)?

What data in particular will be shared?  All of the individual participant data
collected during the trial, after
deidentification.

What other documents will be Study Protocol, Statistical Analysis

available? Plan, Informed Consent Farm,
Clinical Study Report, Analytic
Code
When will data be available (start Immediately following publication.
and end dates)? No end date.
With whom? Anyone who wishes to access the
data.
For what types of analyses? Any purpose.

By what mechanism will data be
made available?

Data are available indefinitely at
(link to be included).

Example 2

Yes

Individual participant data that underlie
the results reported in this article,
after deidentification (text, tables,
figures, and appendices).

Study Protocol, Statistical Analysis Plan,
Analytic Code

Beginning 3 months and ending 5 years
following article publication.

Researchers who provide a methodologi-
cally sound proposal.

To achieve aims in the approved
proposal.

Proposals should be directed to xox@yyy.
To gain access, data requestors will
need to sign a data access agreement.
Data are available for 5 years at a third

party website (link to be included).

Example 3

Yes

Individual participant data that underlie
the results reported in this article,
after deidentification (text, tables,
figures and appendices).

Study Protocol

Beginning 9 months and ending 36
months following article publication.

Investigators whose proposed use of the
data has been approved by an inde-
pendent review committee (“learned
intermediary”) identified for this
purpose.

For individual participant data meta-
analysis.

Proposals may be submitted up to 36
months following article publication.

After 36 months the data will be avail-

able in our University's data ware-
house but without investigator sup-
port other than deposited metadata.
Information regarding submitting
proposals and accessing data may

be found at (link to be included).

Example 4

i []

Mot
available

Mot
available

Mot
applicable

Mot
applicable

Mot
applicable

Not
applicable

* These examples are meant to illustrate a range of, but not all, data sharing options.




Data Sharing Statement for
Clinical trials

= Data Sharing #%| 2.

2 SEott YUAHOMNE AMAEHE S5

> [EH 2] 20198 18 1€ FE JLSARHOM participants
(clinicaltrials. gov)OllA| “data sharing plan” Z&A|7{0
> DH, HO[H &7 A= 0| registrationO| 2 B ZE[ACHH, manuscript 2 A| 0| F BFHSL 1, registry record

2GIO|E St OF 2.

= |nitial requirement= Z A& Ql data sharing = OfL|L}, A XIS 2 editor?} editorial decision= L& I, Of

1S+ o

off chsl nafstct= AS AN TRt US.




Data Sharing Statement for

m) U.S. National Library of Medicine

ClinicalTrials.gov

Home > Search Resulis >

Clinical trials
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